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How to Run CryptoKeysTool 
1)Download and install the appropriate Java Development Kit for your system if not already installed. 

(Note: This has been tested on a Windows 10 64-bit pc.  Best to do this operation with a computer disconnected from 

the internet....keep in mind anytime private keys hit a computer in anyway, you are at risk of losing your crypto 

associated with that private key from sophisticated hackers.  This is why I store all my private keys offline in a non-

electronic format.  And best practice is to move all money out of any address to a new address once the private keys 

are used online anywhere.  Thus the benefit of this tool.  There are more crypto currency addresses than there are 

atoms in the universe.  They are expendable and free to generate.) 

 

2)Download /unzip and save to computer CryptoWebZip from frongello.com.  This will contain this pdf, 

CryptoKeysTool.jar, and CyberChef.  Unzip contents and save somewhere on your computer. 

 

3)Open a command prompt- In windows just type "command prompt" in search bar 

 

 
 

Click on Command Prompt (App) 

 

 
 

4)On my computer, I saved the CryptoKeysTool to the following location 

C:\Users\Andrew\Desktop\Crypto 
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5)Just right of the carrot in the Command prompt I add the following line 

"java -jar C:\Users\Andrew\Desktop\Crypto\CryptoKeysTool.jar" 

Substitute in your CryptoKeysTool location that you saved to 

 

 
 

6)Hit Enter 

 
 

7)Type in "BTC" or "ETH" depending on which currency you are working with.  

 
 

8)Hit Enter 
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9)At this point you can add your own 64 digit random hexidecimal private key or let the program generate one for you.  

This functionality is here because sometimes you just want to generate a valid set of private key/public key/address and 

other times you already have the private key and want to generate the public key and address.  This tool saves you the 

requirement to save the entire set......you can just save the private key and generate the rest as necessary. 

 

10)In this example, we are going to type Y and generate our own 64 digit hexidecimal number. 

 
 

11)Hit Enter 
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12)Here we need to stop for a quick lesson on HEX or hexadecimal.  (You can skip this step if familiar) 

 

We all grew up using the decimal base 10 counting system. There are 10 digits and when we get to the tenth we carry a 

one over to the left and repeat.  We do the same thing in the binary base 2 world.  In binary we only have two digits, 0 

and 1.  This is how computers count...magnetic polarity in the computer (north and south) are interpreted as 0 or 1. 

Another way to think about the 4 bit binary numbers below (each bit is a 0 or 1....and below we grouped 4 bits 

together)...is that the first position from right represents a value of 1, second position is a value of 2, third postion 

represents a value of 4, and fourth position represents a value of 8.  And the 0 or 1 indicates whether we include that 

value in our number.  This way we can write 16 different values with the 4 bit binary numbers below.  In hexadecimal, 

we want to represent each of those 16 values with a single character.  But we can't do that with 0-9, so after 9 we count 

up with A, B, C, D, E, F.  Then we have the 16 unique characters to represent the 16 different values. 

 

Decimal (Base 10) Binary (Base 2) Hexadecimal (Base 16) 

0 0000 0 

1 0001 1 
2 0010 2 

3 0011 3 

4 0100 4 

5 0101 5 
6 0110 6 

7 0111 7 

8 1000 8 

9 1001 9 

10 1010 A 

11 1011 B 

12 1100 C 
13 1101 D 

14 1110 E 

15 1111 F 

 

 

Ethereum and Bitcoin Private Keys are 256 bits long....represented by 64 Hexidecimals.   

(Recall:Hexidecimals are 4 bits each) 

 

Example:   

 

2e79357628ef251e7b7d6c73472fb698cc651881bd6221bb8709699eecd723bd 

 

But using the logic/table above.....the hexadecimal number can also be represented as 256 bits. 

 

001011100111100100110101011101100010100011101111001001010001111001111011011111010110110001110011

010001110010111110110110100110001100110001100101000110001000000110111101011000100010000110111011

1000011100001001011010011001111011101100110101110010001110111101 

 

Notice the first 4 characters in the hex 

 

2 = 0010 
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e = 1110 

7 = 0111 

9 = 1001 

 

if you look carefully you can see that these are the first 16 bits of the 256 bit binary representation of our hexadecimal 

number. 

 

0010 1110 0111 1001 

 

This is exactly how you convert from hexadecimal to binary and vice versa. 

You could have taken 256 random coin flips for example and converted them to 64 hexadecimals and viola....you made 

your own private key that you can run through this crypto program. 

 

CyberChef is a great tool for easily converting between number formats.  This is included in the zip and it can run in a 

browser offline. 

 
 

 

 

 

10)In our example we type or copy/paste the hex above into our program and hit enter 
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11)Here you select whether you want a compressed or uncompressed public key  

(Note: compressed public keys are far more commonly used....but many sites/wallets are backward compatible) 

 

We will type in 'Y' for compressed and hit Enter 

 

12) 

 
 

The most important output is the Private Key (especially if you chose the option to have the program make a random 

one for you).  This is the most important Key to keep private and secure.  It also is the most important to save because 

with this tool documented here (and online at RFCTools.com) you can automatically generate the address and public 

key. 
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The CryptoKeysTool output is modeled off of the website RFCtools.com   Not sure this website will be up when this is 

read, but it is a really cool website that I used for testing and validation of this java tool.  The Bitcoin and Ethereum 

address tools on this website basically do the same thing as the CryptoKeysTool.jar.  It's a nice backup but certainly less 

secure as we are visible on the internet.  I would use only for testing (if you feel the need) or only use as a last resort if 

for some reason you can't get the CryptoKeysTool.jar working offline. 

 

You can see below that we get the same results with both tools. 
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